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About Aqua Connect Terminal Server

Aqua Connect Terminal Server (ACTS) enables OS X server software and applications
on that server to be accessed by diverse desktop hardware remotely. Aqua Connect
uses terminal emulation technology to stream the complete Mac OS X desktop
experience over the network to your end users.

ACTS delivers the Macintosh® experience via OS X servers to diverse hardware and
software platforms and mobile devices using graphically enhanced terminal emulation.
Incorporating Microsoft's Remote Desktop Protocol (RDP) and Remote Frame Buffer
(RFB) protocol, Aqua Connect Terminal Server makes it possible for diverse
workstations and RDP or RFB-enabled mobile devices to function as thin clients of a
Mac OS X server. When running applications within ACTS, they are all running on the
server and not the client. The server sends the screen information to the client and
receives input only from the mouse and keyboard of the client.

This product is protected by one or more Patents, including U.S. Patent No. 8,549,093.

Features

Below is a list of all the features that Aqua Connect Terminal Server 3.5.x offers.

« Remote sound

« Remote printing

« User auditing

« CPU prioritization

« Active Directory integration

« Open Directory integration

- LDAP integration

« Apple’s Workgroup Manager integration
« User session logs

« Remote ACAdminTool monitoring
« Data loss prevention
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System Requirements
Hardware

* Intel based Xserve, Mac mini server or Mac Pro system

* 1 GB of memory minimum for Operating System

* 90 MB of memory per terminal server user without any significant applications
running and running at 1024 x 768 screen resolution

* 500 MB of available disk space on system volume

* 150 MB of available disk space per memory per terminal server user without any
significant applications running

* Free space for applications

* Free space for temporary storage of application operating data

* Extra memory for each active user based on applications and data usage

Software
* Apple Mac OS X Server software v.10.6 or higher

* Aqua Connect Terminal Server 3.5 or higher
* Apple Mac OS X Server Admin Tools
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Getting Ready for Aqua Connect Terminal Server

Preparing Your Network and Internet Connection

Before installing Aqua Connect Terminal Server, there are 6 items pertaining to your
network and internet connection that must be setup properly. Listed below are those
items along with details of how they should properly be setup.

1.

Physically Connected: Although this may seem obvious, we must reiterate that
your server must be physically connected to your network infrastructure via
ethernet. Running a server via Wireless networking is not supported.

IP Address: There are 2 ways of which this can be setup in order to properly
work with Aqua Connect Terminal Server:
a. Assign a static IP
b. Use DHCP, but add the server to the static mapping (A.K.A. IP
Reservation) within Server Admin of the DHCP Server

Web Proxy: The server must be able to connect to a https server on the Internet
using one of these methods:

a. Directly

b. NAT or Firewall

c. System wide proxy server setting (no user authentication)

DNS: There are 2 things that must be done/setup properly in order for Aqua
Connect Terminal Server to install and continue to function:
a. The Server’s Fully Qualified Domain Name (FQDN) must be resolvable by
both a forward lookup and a reverse lookup.
b. The server's Domain Name must have a consistent zone record, which is
acceptable either by direct or indirect queries.

Time: All servers that will interact with one another in some way should have the
same time source. Some examples of servers that may interact with your Apple
Server would be Open Directory Server, Active Directory Server, File Server,
LDAP Server, etc. If a unanimous time source is not available, the server’s times
must be in sync within a 3-minute window.

If Using Directory Services: The Directory Servers names, forests, domains
and associated records must be resolvable.
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Deciding How to Create and Manage Users and Groups

When configuring and managing your Aqua Connect Terminal Server users there are
many options that are available. Below you will find details about setting up and
managing Local, Open Directory and Active Directory users and groups. If you are
interested in other ways (i.e. LDAP), please feel free to contact us.

1. Local Users and Groups: Local Aqua Connect Terminal Server Users and
Groups can be setup via System Preferences or Workgroup Manager but NOT
Server Preferences.

a. In order to create users within System Preferences, launch Finder and
then launch System Preferences. Click on Accounts and Unlock it if
necessary. Then add a new user by selecting the + button on the bottom
left hand side.

O Accounts

l | J l Show All a

New Account: ' Standard T]

1

B & ‘ Full Name:

Fiﬁ aqua Account name:

& Bob the Password: ?

% Demo U
= Verify:
Fiﬁ Demo U

Password hint:

vamy
y'x' Demo b {(Recommended)

I'==% Demo U
e __| Turn on FileVault protection

I'ssi Demo U -
iy (7 Cancel ) ( Create Account )

@ Login Opuions

+

l
i '5 Click the lock to prevent further changes. @u

To group your System Preferences users, select the + button on the left
hand side. From the drop down list, select add a new Group. After creating
the group, you will see a list of all your local user accounts and can select
which users you would like to apply to the newly created group.
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b.

) O Accounts
[ 1 | : ] [ Show All ] Q
New: fGroup————————————] i)
]
P Full Name: | |
.’7a a P .
igrd aau m Cancel ) ( Create Group )
& Bobthe - R
-— 1l

I'H Demo User #1

- Star MobileMe user name:

'i’, Demo User #2

'if, Demo User #3

'i’l Demo User #4 Mobile account: ([ Create...
lx' Demo User #5 & Address Book Card: [ Open...
v

V' Allow user to administer this computer

G} Login Options

+

|
i '{ Click the lock to prevent further changes.

@

In order to create Local Users within Apple’s WorkGroup Manager, Open
the Server folder within Applications and launch WorkGroup Manager.
Enter in your credentials. Once you are logged in, select Local from the
top left hand side.

eno Workgroup Manager: Local )
Search Policy r‘_" w (S & 3 |
Se erences New User Delete Refresh New Window Search
@  Other.. ctory: /LDAPV3/127.0.0.1 (@)
©1v JLDAPV3/127.0.0.1 SO i 2
E*:I O =3 ( Basic | Privileges Advanced Groups Home Mail Print Info  Windows
Q- Name:
User Name A UID User ID:

After authenticating and connecting to the Local Directory, select the +
New User button on the top. Now you may go ahead and add users. Keep
in mind that ALL users MUST have Home Folders in order to be able to
connect to the Aqua Connect Terminal Server.
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0

®0o Workgroup Manager: Local
A — . ot
> L @ O © 2 |
Server Admin ' Accounts

Preferences New '#-~=Ral~en “Dnfensh  New Window Search
@~ Authenticated as aqua to local directory: /Local/Default

“Create New Record
2 X O 3 [ Basic | Advanced Groups Home Mail Print Info  Windows |

=N
(
=)

Q- Name contains Name: Untitled 1

User Name 4 UID User ID: 1041
X aqua 501 _
P e Short Names:  ...civina 1

In order to create Groups with Workgroup Manager, select the image of a
Group on the left hand side.

®no Workgroup Manager: Local =
O @ O 9 2 |
Server Admin Accounts  Preferences New Group Delete Refresh New Window Search
@~ Authenticated as aqua to local directory: /Local/Default /é\
i 3 "i O } [ Basic = Members  Group Folder |
Q- Goups S
— Name:
Group Name 4 GID
Then at the top, select the + New Group button.
(CHON&) Workgroup Manager: Local (a»)
S §'S Ww O e
Server Admin  Accounts Preferences New | oate New Record [€Sh  New Window Search
@~ Authenticated as aqua to local directory: /Local/Default /ﬁ\
S R - } [ Basic = Members  Group Folder |
dv Name contains e
Name:
Group Name 4 GID
Short Name:

After creating a group, you will need to add the newly created users into it.
Highlight the new group on the left hand side, select Member in the center

and hit the + button to the left.

®no6 Workgroup Manager: Local (@)
A ey @- Local di
\S)) X @ O © oy
Server Admin Accounts Preferences New Group Delete Refresh New Window Search
@~ Authenticated as Jennifer Tse to local directory: /Local/Default :ﬁ: I
i S (R | | | Basic | Members = Group Folder | Q- Nar
Q- Name contair Name D Type Short Name i fiName
Group Name 4 GID _ _»aqua
M AC Group 1026 Add group members B
'Demo Use¢
Demo Us¢
Demo Us¢
Demo Ls¢
Aqua Connect Terminal Server 3.5
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Once you have selected to + the group members, a side bar will pop out.
Here is where you would highlight and then drag and drop the users you
would like to add into the group.

N 1 it @~ Local directory: /Local/Default
>’ o A~ 4 e
New Group Delete Refresh New Window Search
ctory: /Local/Default /,\ ( TR
Basic Members Group Folder (i'
Name ID Type Short Name + e .| UID
aqua 501
Bob the Builder 1032
Demo User #1 507
Demo User #2 1027
Demo User #3 1033
Demo User #4 1034
Demo User #5 1035
Demo User #6 1036
Demo User #7 1037
Demo User #8 1038
Demo User #9 1039
L3
Presets: = None ﬂ E—— > ohils

Note: Do not forget to be sure to save your changes before exiting.

2. Open Directory Users and Groups: Aqua Connect Terminal Server can be
easily integrated into your Open Directory environment whether it is on the same
server as ACTS or on an entirely separate server. Please see our Advanced
User Manual for further instructions.

3. Active Directory Users and Groups: Aqua Connect Terminal Server can be
easily integrated into your Active Directory environment. Please see our
Advanced User Manual for further instructions.
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Installing Aqua Connect Terminal Server

Retrieving Installation Files and Keys

Aqua Connect Installation Files can be retrieved from Aqua Connect’s website. Please
contact your sales or support representative if you require the link to the download
page. Aqua Connect Terminal Server License Keys can be obtained only through an
authorized sales representative. Please contact them if you require assistance.

During the installation process, no other applications should be running and no other
users should be logged in. If you have previously installed Aqua Connect Terminal
Server, use that version’s uninstall feature prior to installing the newer version. If Aqua
Connect Terminal Server 3.5 detects a prior installation, you will now be given the
option to either uninstall your previous version or copy over the new pieces to your old
installation. Instructions on how to uninstall previous versions will be supplied at the end
of this documentation. When the installation process is complete, the server will prompt
you to restart. Failing to restart after the installation process will yield a very unstable
system that may cause data corruption or even data loss.

Once downloaded, open the disk image container by launching it. This will mount the
disk image revealing the installer, “Aqua Connect Installer.” Double-click the installer to
install Aqua Connect Terminal Server.

The disk image also contains ACUninstaller, for uninstalling, and ACAdminTool for
administering Aqua Connect Terminal Server. The Installer will install both of these. To
uninstall, you can use either the ACUninstaller that was installed or the one on the disk
image. You can copy the ACAdminTool from the disk image onto any Macintosh
running Mac OS X Version 10.5 or Mac OS X Version 10.6.

Aqua Connect Terminal Server 3.5
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Installation

ANA Agua Connect Remate Desklap Services nsialler
Introduction

Intraduction
Release Notes A ons s a ™0 B BB e ey e
Ce v el
Componer AQUA CONNECI

TeNSE heye
farmisad Setup Agua Connect Remoete Deskiop Senvices Version 3.5.4299
Akt nberrnoe & Liser Dt
Licansa Agreament Aqua Connect Remote Deskrop Services enzbies the Mac operating system and

ns applications to be accessed by diverse hardware from aryahere, streaming

hsal the compiete Mac OS5 X desciop expenence over The netaork 10 end users

mslulutcn Kesul

ncorporatirg Microsoft's Remote Desktop Protocol [RDP), Remote Frame Susfer
protocol (WNC), and the Agua Connect Actelerated Prototol INVAF), Agua
Connecr Remate DESerop SEovices makes it possivk far civerse workstanoas
and RDF or VNC enabdlac mobdlle cevices 1o funcrion as thin cients of a Mac 05
X server,

Qnce Insralled, multiple diverse computers and manie devicas can simply log
0 the Mac server, work with 2 full-featured OS X desktop and run almost
any Mac Of X-based apphcation installed on the server,

This product Is prorected by oe ar more atents, Including U.S. Patent
¢5.545.093,

Next

(Introduction Screen - Figure 1)

The installer will display a welcome and introduction screen. The version number of the
product that you will be installing can be found at the top of the screen. Proceed by
pressing Next.
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Next you will be presented with a screen giving you information about this version of
Aqua Connect Terminal Server. Read through this information to see if it applies to you
and then press Next.

You should now see the Components panel which will allow you to choose which
components of Aqua Connect Terminal Server you would like to install. By default, it
will choose the Aqua Connect Terminal Server and the Aqua Connect Administration
Tool. You can choose to install VNC & X11 support, allowing users to connect to your
server via VNC or X11 protocols in addition to RDP, and Load Balancer Support,
allowing your server to work with the Aqua Connect Terminal Server Load Balancer.

e NO Aqua Connect Terminal Server Installer
Components
Introduction
Release Notes Choose the components of Aqua Connect Terminal Server that you
Components would like to install.

License Keys
Terminal Setup
Administrator & User Defaulits

License Agreement

™ Aqua Connect Terminal Server
| VNC/X11 Support
| Load Balancer Support

Install IZ‘ Aqua Connect Administration Tool

Installation Result

" Previous ) [ Next

(Components Panel - Figure 2)
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The next screen will prompt you to enter in the license key you were given by your sales
representative. Choose the region of your license key from the dropdown menu.
Choices to choose from include: “Europe”, “United States” and “Other”. As a general
rule, keys beginning with “AE” are located in Europe and keys beginning with “AC” are
all other regions. If you choose “Other”, a box to enter in the Internet address of the
licensing server will appear. This is used for customers within a closed network
environment that have Aqua Connect’s License Manager installed.

Double click on the “Enter your license key here” text and enter the license key. Please
remember that all keys are case sensitive. If your key is invalid, you will see a small red
‘X’ (&) in the client count field. Hover the mouse over the ‘X’ to see the reason for the
error.

If you wish to enter more than one license key, press the “+” button and enter another
license key. If you wish to remove a license key, press the “—* button. When all of your
license keys and been entered and there are no errors, click the Next button to move on

to the next screen. (See figure 3 below)

SO Aqua Connect Terminal Server Installer

License Keys

Introduction
Release Notes Enter your key codes below.
Components

License Keys Region: | United States 3
Terminal Setup
Administrator & User Defaults
License Agreement
Install Key Client Count
Installation Result Enter your license key here

Previous Next

(Entering in a License Key - Figure 3)
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You will now see the Terminal Setup pane (Figure 4). This allows you to configure
settings for the protocols your server uses for connections (ie, RDP and VNC).

Under RDP settings, choose the port you would like to use. The default value entered,
3389, is the default port for RDP. If you change this, you will have to make certain that
your clients use the new port number when connecting to the server. You can also
choose whether to use bitmap caching on your server. Bitmap caching stores
frequently used images on the client computer. This can reduce the amount of data the
server must send to the client, but it can also adversely affect server performance and it
may exacerbate performance issues on slower networks.

Under VNC settings, you should choose the port you would like to use. The default
value, 5900, is default port for VNC. It is more likely that you will need to change this
than change the RDP port, as various Apple services such as screen-sharing and Apple
Remote Desktop use VNC to send screen images. If you are using either of those two
services, you must choose a different port for VNC. You must also choose a size and
bit-depth for the VNC screen. This is the screen size and bit-depth that will be sent to
all VNC users.

When finished, press the Next button.

SO Agua Connect Terminal Server Installer

Terminal Setup

Introduction RDP Settings

Release Notes

T Port: 3389

License Keys # Bitmap Caching

Terminal Setup Bitmap Caching stores frequently used images on the connecting computer.
Administrator & User Defaults This may reduce the amount of data being transmitted and cause data to

) display faster on the client, but it may slow performance on the server.
License Agreement

Install
Installation Result VNC Settings

Port:

Default Display Size:

Default Colors:

_ Previous ~ Next

(Terminal Setup - Figure 4)
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The next panel (Figure 5) will allow you to set up your Aqua Connect Terminal Server
Administrator account and set defaults for Aqua Connect Terminal Server users.

First, set up your Aqua Connect Terminal Server Administrator. This is the name and
password you will use in the Aqua Connect Terminal Server Admin Tool. By default,
the name is set to “acadmin” and the password is set to “pass.” It is recommended that
you change this. You can either do it at installation time, in the Installer, or later via the
ACAdminTool. You can also choose a port to use, if the default one conflicts with a port
the server is already using.

Next, you can set up default settings for your users. You can choose to enable or
disable users. By default, all users are enabled. This means that any user who has an
account on the server may connect. If you have a large number of users with
accounts—for example, if your server is bound to an Active Directory or Open Directory
server—you may decide to make all users disabled by default and just enable the users
you would like to allow to log in to the server. Note that if you disable all users by
default, no users will be able to log in until you allow them. If you intend to use the
ACAdminTool installed on the server to do this, make sure that you have access to the
console screen (via ARD, screen-sharing, or physically) in order to run the
ACAdminTool. If you don’t, you will not be able to log in via Aqua Connect Terminal
Server in order to do so.

You can also define whether users can use the clipboard to transfer data to and from
the server, whether users can print to printers attached to their client computers, and
whether their sessions should be terminated when they disconnect.

When you have set this up, press the Next button.

Aqua Connect Terminal Server 3.5
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MO Aqua Connect Terminal Server Installer

Administrator & User Defaults

Introduction Create an Aqua Connect Admin Tools account. Aqua Connect Admin
Release Notes Tools are used to manage users and sessions in Aqua Connect Terminal
Components Server.

License Keys -
: Account Name: acadmin
Terminal Setup \

Administrator & User Defaults Password: seee ' Reenter Password: [ecee

License Agreement

Install Admin Tools Port: 616

Installation Result

Specify the default capabilities for user accounts. These will apply to all
users unless you explicitly change them for a user.

@ User is Enabled

™ Allow information to be transfered via the clipboard
™ Allow printing on a printer connected to the client computer
__| Terminate user's session when they disconnect from the server.

" Previous ) [ Next

(Administrator and User Defaults - Figure 5)

The next panel will display the Software License Agreement. Please read the Software
License Agreement as you are bound to it if you agree to it. Failing to read the
agreement does not preclude you from the terms of the agreement. After reading the
Software License Agreement, press the Next button. You will be prompted to either
agree or not agree to the Software License Agreement. If you agree, press the Agree
button. If you do not agree, press the Do Not Agree button and quit the Installer.

After agreeing to the Software License Agreement, the installation of Aqua Connect
Terminal Server will begin. You will probably be asked to enter your Mac OS X Server
credentials. Enter your credentials in order to install Aqua Connect Terminal Server.
When the installation has finished, you will see a panel telling you that the installation
has finished (Figure 6). Press the Restart button to restart the server. After the server
has restarted, you will be ready to connect to your server via Aqua Connect Terminal
Server.

Aqua Connect Terminal Server 3.5
User Manual Page 16 of 38



Installation Result
Introduction
Release Notes
Components
License Keys
Terminal Setup
Administrator & User Defaulits
License Agreement
Install

Installation Result

Installation was successful!

This installation requires that you restart your computer. Press the
"Restart" button to restart your computer.

(Installation Result - Figure 6)
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Uninstallation

If you need to uninstall Aqua Connect Terminal Server, you use the ACUninstaller
application. This application is installed in Server folder located in the Applications
folder. And it is also available on the disk image with the Aqua Connect Installer.

To uninstall, launch the ACUninstaller application (Figure 7). You will see two uninstall
options: Minimal and Complete. The Minimal option will remove all Aqua Connect
Terminal Server program files but will leave individual users settings. This can be
useful if you have made extensive changes to user settings and wish to uninstall Aqua
Connect Terminal Server before installing an up-to-date version. If you wish to
completely remove Aqua Connect Terminal Server, choose a Complete uninstall. When
you have made your choice, press the Uninstall button.

ACUninstaller will disconnect all users before uninstalling Aqua Connect Terminal
Server. Once all users have been disconnect, Aqua Connect Terminal Server will be
removed from the server.

If you wish to install a newer version of Aqua Connect Terminal Server, you may do so

when it has finished. While not necessary, it is advised that you restart your server if
possible to finish removing Aqua Connect Terminal Server.

& Uninstaller

This tool will uninstall Aqua Connect Terminal
Server and its data.
@ Minimal
Removes all Aqua Connect executable files, but not

data. Use this option if you're planning to reinstall
or upgrade Aqua Connect Terminal Server.

") Complete

Removes all Aqua Connect executable files,
support files, and data.

Cancel ) { Uninstall )

(Uninstallation - Figure 7)
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Establishing Connections to Aqua Connect Terminal Server

Since Aqua Connect Terminal Server supports multiple clients, the ideal thing to do first
is to decide which protocol you would like to use to establish a connection. Aqua
Connect Terminal Server supports RDP, VNC and X11, which all have their own
benefits. Below is a list of all of the clients that Aqua Connect has tested.

Recommended RDP Client Software

Windows®

= Remote Desktop Connection for Windows
Unix®

= rdesktop
Mac®

= Remote Desktop Connection for Mac
iPhone®/iPad®

= iTap RDP

= iRdesktop

= WinAdmin

= Wyse Pocket Cloud

Recommended VNC Client Software

Windows®
= TightVNC
= RealVNC
Unix®
= KRDC
= X11VNC
Linux
= Red Hat Linux VNC
= Any Linux-native VNC utility
Mac®
= Chicken of the VNC
= Vine Viewer
= JollysFastVNC
iPhone®/iPad®
= iTap VNC

Aqua Connect Terminal Server 3.5
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Recommended X11 Client Software

Windows®
= Xming
= Cygwin
= X-Win 32

Mac®/Unix®/Linux
Xephyr (built into the operating system)

Recommended AAP Client Software

Windows® and Mac® clients are available directly from Aqua Connect at:
http://www.aquaconnect.net/aqua-accelerated-protocol-client-downloads.php

Note: Contact the developer of any program listed above for details about acquiring and
installing the software. For other handheld devices, contact the manufacturer for a
specific device to inquire whether that device is RDP, X11 or RFB-compatible or can be
so configured.

For the most up-to-date list of compatible clients, please visit our client compatibility list
that is posted on the website (http://www.aquaconnect.net/client-software-
compatibility.php).

Aqua Connect Terminal Server 3.5
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Client Connection Examples

Since Aqua Connect Terminal Server works with many types of different client software,
we have included some examples of how to connect using the most widely used
programs. Below you will find examples of how to use Remote Desktop Connection for
Mac, Remote Desktop Connection for Windows and Chicken of the VNC.

Remote Desktop Protocol Notes

With the RDP Login Window, you can log in to your Aqua Connect user session without
saving your credentials in the Remote Desktop Connection software. This provides
greater security for customers who are concerned about saving their credentials in the
client. If you would like to save your credentials in the Remote Desktop Connection
(RDC), simply enter and save the correct credentials and the user will login without the
RDP Login Window being prompted. If you hit "connect" on RDC with the wrong
credentials saved in RDC or no credentials entered, then you will be prompted with the
RDP Login Window which has the same appearance as the OS X login screen.

Remote Desktop Connection for Mac

Once installed, launch RDP simply by clicking on its icon. The initial display will prompt
for the Computer to connect to. Enter the address of the Aqua Connect server. Click
the Connect button.

800

192.168.1.5

After clicking the Connect button, RDP will prompt for a User name and Password. You
must enter values that are recognized by the Aqua Connect Terminal Server.

Aqua Connect Terminal Server 3.5
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Remote Desktop Connection

Enter your credentials

These credentials will be used to connect to 192.168.1.5.

User name: aqua3

Password:

Domain: 192.168.1.5

"1 Add user information to your keychain

(Cancel} ( oK )

At this point a connection is established with the server and the remote desktop
appears.

Note: If your keyboard shortcuts do not seem to be working correctly, you will need to

set them up in order to have them work. A detailed explanation on how can be found
here:

http://www.aquaconnect.net/keyboard-shortcuts-for-mac.php
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Remote Desktop Connection for Windows

Most Windows computers come with the Remote Desktop Connection already installed.
At most, you may need to update the version to make it compatible with the Aqua
Connect Terminal Server. You can find the program by going to the Start button,
clicking on All Programs, Accessories, Communications and then Remote Desktop
Connection. Launch RDC simply by clicking on its icon. The initial display will prompt
for the Computer to connect to and the User name. Enter the address of the Aqua
Connect server and User name. Click the Allow me to save credentials checkbox. This
will force RDC to prompt for a user-name and password to use for login. Click Connect.

ﬁ Remote Desktop Connection

Remote Desktop
Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings

. L Enter the name of the remote computer.
A

Computer: \ 192.168.1.5 N I

User name: \ bob ‘

You will be asked for credentials when you connect.

[V]isllow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
J saved connection.

[ Save ] [ Save As... ] [ Open... ]

[ Cognect ][ Cancel ] [ Help ] [ Options << ]
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After clicking the Connect button, RDP will prompt for a User name and Password. You
must enter values that are recognized by the Aqua Connect Terminal Server. Itis
recommended that you uncheck the Remember my password checkbox before clicking
the OK button. At this point a connection is established with the server and the remote
desktop appears.

Remote Desktop Connection

2
ﬂ’,{u'&

Enter your credentials for 192.168.1.5, These credentials will
be used when you connect to the remote computer.

User name: Iﬁ bob v‘

Password: I }

[CIremember my password:

[ OK I[ Cancel ]

Note: If your keyboard shortcuts do not seem to be working correctly, you will need to
set them up in order to have them work. A detailed explanation on how can be found
here:

http://www.aquaconnect.net/windows-keyboard-shortcuts.php
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Chicken of the VNC (Mac)

Once installed, launch Chicken of the VNC simply by clicking on its icon. The initial
display will prompt for the Host to connect to. Enter the address of the Aqua Connect
server. A Display value must also be entered. This value corresponds to the Port
number to use. The default value is 0. Should Port 5900 be in use on the server, enter a
value of 1. This will switch the VNC connection to Port 5901. Click the Connect button.

.00 Connect

Host: 1 192.168.1.181]

Display: 1
Password:
Profile: | Default Profile 2
1 View only

"1 Allow other clients to connect
(|

! Fullscreen display

] Save Server Connect

Note: To enable your keyboard shortcuts to work, click on the Connection tab and click
Connection Profiles. When the Profile Manager appears, click on the Modifiers tab.
Change the Command Key to Meta (Option) and the Option Key to Alt (Command).
Close the Profile Manager.

Profile Manager

Encodings | Emulation Modifiers  Color

Profiles
Default Profile

Local Keyboard Remote Keyboard
Command Meta (Option) % |
Option Alt (Command) s |
Control Control )
Shift Shift B

Default Profile
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Aqua Accelerated Protocol Notes

Since Aqua Accelerated Protocol was designed for use on several different platforms,
users have a wide variety of choices for clients. For the most up-to-date list of versions
available, please visit our AAP downloads page that is posted on the website:

http://www.aquaconnect.net/agua-accelerated-protocol-client-downloads.php

For more detailed information about the AAP client, please check the AAP Manual
available on our website.

Aqua Accelerated Protocol for Mac

Open up the client application. You will first see the login window that looks like this:

e O O AAP Login Window

Username: myusernamel

\!
Password: | eeeesee 22 \

V1.0 @ Save Password @

Prior to putting in your username and password, you will need to adjust your
preferences. The first time the AAP client is launched, the Preferences Pane will appear
automatically.
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8 OC Preferences

PEESS U Server | Printing |

Display Settings

4»

Display Resolution: Full Screen

Audio Settings
IET Remote Audio Playback

V| Lossy Audio Compression

First you will need to set your display resolution. Currently it offers 800x600, 1024x768,
1280x1024, 1680x1050, Other and Full Screen. Additional screen size choices will be
added later. If you choose Other and put in a number that is not supported by AAP, the
client will attempt to choose a supported sized that is as close as possible.

By default, the client will support Remote Audio Playback. To improve performance, you
may want to turn it off on the AAP client. Just muting the sound on your client hardware
will not turn the sound off in the AAP client and will not provide any data savings. If you
want the data savings that not supporting Remote Audio Playback will provide, you will
need to toggle this switch to the off position.

The Lossy Audio Compression toggle works for high bandwidth/low latency sessions.
By default, it is turned on for low bandwidth sessions. If you toggle this off, you are
requesting that your audio not be compressed and be exactly as the application sent it
as long as you have enough bandwidth for it.
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On the Server tab, you will find another set of choices. They look like this:

.8.0.0 Preferences
| Client Settings m Printing |

AAP Server Address: | 204.53.143.34

AAP Server Port: 310

1 Modifying these values is not recommended unless

instructed to by Aqua Connect Support Personnel or by
your network administrator.

| Restore Defaults |

It is here where you would put in the IP Address of your AAP Server and the port it will
connect to. By default the AAP Server port is 310.

.6 0.0 Preferences

~ Client Settings  Server mi

Submit Print Jobs to Printer: | Ask Each Time

On the Printing tab, you will be given the choice on how you would like your print jobs to
be submitted to the printer. You can choose to either Ask Each Time you print or pick
from a list of available printers which one you would like to default to.

Aqua Connect Terminal Server 3.5
User Manual Page 28 of 38



Once you make your changes, close the Preferences section. It will automatically save
your changes.

Put in the User Name and Password of the user you wish to connect with. Please make
sure that you are not logging into the user that is already logged on at the console (if
there is a user) or the server will not log you in remotely. If you would like to save your
User Name and Password, check the box. Hit Connect.

After a few seconds, your session will appear. When you want to leave the session, you
can either disconnect or log out.
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Aqua Accelerated Protocol for Windows

Open up the client application. You will first see the login window that looks like this:

Credentials
Username: | myusername Password:

xxxxxxxxxx

Desired Screen Dimensions Server

| Show Server Port

Resolution 1024 x 768 v Addraos: ’192.168.1.5

Prior to putting in your username and password, you will need to adjust your
preferences. First you will need to set your display resolution. Currently, it offers
800x600, 1024x768, 1280x1024, Full Screen and Other. Additional screen size choices
will be added later. If you choose Other and put in a number that is not supported by
AAP, the client will attempt to choose a supported sized that is as close as possible.

Next you would put in the IP Address of your AAP Server and the port it will connect to.
By default the AAP Server port is 310. You can check the checkbox if you would like it
to show your port.

Put in the User Name and Password of the user you wish to connect with. Please make
sure that you are not logging into the user that is already logged on at the console (if
there is a user) or the server will not log you in remotely. Hit Connect.

After a few seconds, your session will appear. When you want to leave the session, you
can either disconnect or log out.
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Aqua Connect Terminal Server AdminTool
Introduction

The Aqua Connect Terminal Server Administration Tool (ACAdminTool) is designed to
monitor and manage various aspects of ACTS, including live sessions, users, user audit
trails, ACAdminTool administrators, terminal settings, server information and group
filters. Use ACAdminTool with standard Apple administration tools, such as Workgroup
Manager, Directory Utility and Server Administrator.

ACAdminTool will automatically alert the user whenever a more recent version of Aqua
Connect Terminal Server is available. You are encouraged to visit Aqua Connect’s
website at www.aquaconnect.net to download the latest version as well as find
information about new features and options available in the product.

Default Administrator

During installation, you were given the option to specify the Aqua Connect Administrator
account. If you did not change these parameters, the default administrator name is
“acadmin” and the default administrator password is “pass.”

Note: Aqua Connect Administrators cannot login to the server. It is not a user account.
There is no overlap with system or network administrators. Its sole purpose is to
prevent unauthorized use of the ACAdminTool application.

If you did not change the Aqua Connect Administrator account at installation time, you
should immediately add one or more new Administrator accounts and remove the
default.

This capability is offered within the Admins tab of ACAdminTool.

Launch ACAdminTool

From The Finder, open the Server folder in Applications.
Launch the ACAdminTool application by double-clicking the icon.

A,

ACAdminTools
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Host Connection

Host: |192.168.1.189 -

Once ACAdminTool is launched, the application requires a host address and the name
and password of an authorized ACAdminTool administrator before the application is
enabled for use.

The host address must correspond to a server that has been installed with the Aqua
Connect Terminal Server. Enter “localhost” if you are running from the console or via
Aqua Connect Terminal Server. Otherwise, enter the name or address of the Aqua
Connect Terminal Server you would like to administer.

Administrator Credential

When a connection has been established, ACAdminTool will ask you for a valid name
and password of an Aqua Connect Administrator. Enter the name and password that
you specified at installation time. If you did not specify anything, the account name is
“acadmin” and the password is “pass”. At this point, ACAdminTool is available for use.
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Setting Up Local Printing and Audio
Printing

Aqua Connect Terminal Server supports local printing for client computers using RDP.
These printers will show up in your ACTS session and you will be able to print
documents on the printer attached to your computer or on your personal network.
Below you can see a typical connection from a Windows XP client to ACTS.

® 0O Print & Fax
| «|» || Showal |

BB £pSON Stylus C8... EPSON Stylus C82 Series
g ¢ ldle
ﬁ HP Color Laserje...

@ Idle

ﬁ Microsoft XPS D...

@ Idle

ﬁ Samsung ML-20...
@ Idle Location: 192.168.1.149

ﬁ Send To OneNot... Kind:

Epson Stylus C82 - Gutenprint v5.1.3

@ Idle

Status: Idle

( Open Print Queue... Y ( Options & Supplies... )

Default Printer: | Last Printer Used

Default Paper Size in Page Setup: [ US Letter

B Click the lock to make changes.

Aqua Connect Terminal Server will set the location to be the connecting computer’s IP
address. ACTS also will attempt to match the appropriate Mac OS X printer driver with
your printer based upon information that your RDP client sends about your printer. In
the above example, ACTS has found an Epson Stylus C82 printer driver. You can now
print to it just like you would print to any other printer.
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# Safari File

Edit View History Bookmarks

Thu5:26 PM  Q

0.00 AquaCo

82 2

R

AquaConnect helps Macs, others share desktop.
apps

L

Deepcode2

Printer: | EPSON Stylus C82 Series

Presets: | Standard

Copies: S Collated

Pages: ® All
OFrom: 1 to: 1

Paper Size: | US Letter B 8.50 by 11.00 inches

Orientation: E Scale: 100 %

— Safari Hi

[~ Print backgrounds
[ Print headers and footers

(4« «) 1of5 [ »

»

® Crorv) (e )

‘devices can connect to a server to view
and access a desktop environment
complete with applications. Behind the
scenes, it's actually a session running on
the server while the client merely transmits
the user's keyboard and mouse
interactions to the server. In turn, the server
transmits a live view of the desktop and
applications back to the client.

Terminal servers thus allow clients
(typically low-powered workstations or
inexpensive thin clients) to access a variety
of applications and tools, and the software
doesn't need to be deployed anywhere
other than on the server itself. They also

Setting the Printer Driver

Introducing

SIMPANA &

Click to view the
exclusive webcast.

It is possible that Aqua Connect Terminal Server will not be able to find an appropriate
printer driver for the printer. The reasons for this are:

* There is no printer driver installed for that printer. You must have a printer driver
installed on the Mac OS X server that supports your printer.
* ACTS was unable to find the matching printer driver for your printer.

Note: Please make sure that all users who will be printing are made part of the
_Ipadmin group in case they need to set up their printer drivers.
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In the below example, ACTS was unable to find a printer driver for the HP Color
LaserJet.

0O Print & Fax
[ «[» |[ showal | Q

Printer
ﬁ EPSON Stylus C8... HP Color LaserJet 2605dn_2605dtn PCL 6

8 Idle

B p Color LaserJe...
- ¢ ldle

ﬁ Microsoft XPS D...

@ |dle
ﬁ Samsung ML-20...
@ Idle ion. 192.168.1.149
ﬁ Send To OneNot...

@ Idle

Kind: Print Failure

( Open Print Queue... ) (Options&SuppIies.,. )

Default Printer: | Last Printer Used

Default Paper Size in Page Setup: ['US Letter

f% Click the lock to make changes.

You can tell that this is the case because the “Kind” of printer shows up as “Print
Failure.” Attempts to print to this printer will generate an error message stating that
Aqua Connect Terminal Server was unable to find an appropriate driver for this printer.

To set the driver for this printer, open the printer’s print queue by clicking on “Open Print
Queue.” When you see the print queue, choose the info button in the toolbar at the top
of the window. Select the driver tab.
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D00 &= HP Color LaserJet 2605dn_2605dtn PCL 6

o 1w 0

Delete Hold Resume @ Pause Printer Info Supply Levels

' General = Driver = Supply Levels |

Print Using: | Print Failure v

To take full advantage of your printer's options, confirm that they are accurately shown
here. For information on your printer and its optional hardware, check the printer's
documentation.

Status

( cancel ) [ oK )

You can now choose a driver from the “Print Using” menu.

Aqua Connect Terminal Server will remember to use the new printer driver the next time
the user connects with that kind of printer attached, so it is only necessary to do this
once.

Audio

Aqua Connect Terminal Server supports audio for client computers using RDP. By
default, audio is turned on. If you would like to turn audio off, by doing so with the
ACAdminTool it will only turn it off server wide. This means that if you uncheck the
audio button, it will be turned off for all users connecting to that server. If you would like
to turn audio off on a user basis this must be done on the client software.

In Remote Desktop Connection for Mac within Preferences you will find a Sound tab. In
order to turn the remote computer sound off, just select the “Do Not Play Sound” option.
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. YOX®) Sound &)

Play sound from the Windows-based computer:

() On the Macintosh computer only
() On the Windows-based computer only
eDo not play sound

@

In Remote Desktop Connection for Windows within Options you will find a Local
Resources tab. In order to turn the remote computer sound off, just select the “Do Not
Play” from the dropdown.

f: Remote Desktop Connection

Remote Desktop
Connection

' General | Displayl Local Resources | Programs | Experience | Advanced

Remote computer sound

0 Crrr——

Keyboard

. Apply Windows key combinations
S [for example ALT+TAB)

| On the remote computer v

Local devices and resources
Select the devices and resources you want to use in your
6’ remote session:

Printers Clipboard

[ More... ]

[ Connect ][ Cancel ][ Help ][ Options << ]
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Optimization

If you feel as though your Aqua Connect Terminal Server environment using RDP is not
performing as it should, there are some steps you may take to optimize ACTS. Below is
a list of different optimization options available for you to implement. Before applying all
the optimization options, please test each one separately to see which will yield you the
best results.

1. Session Background: If you are using an image for your session’s desktop
background, this will slow your performance down. We suggest changing it to a
solid color such as blue or gray to reduce the amount of data that will need to be
sent to a client each time the screen is updated. To change the session
background, choose Desktop within System Preferences in your session.

2. Screen Resolution: By reducing your screen resolution, it will reduce the amount
of screen “real estate” that needs to be updated each time you are doing
something. Although more data is not being sent when you use a larger screen
size, reducing the size will make things seem faster. To reduce the resolution of
your session, you will need to adjust the client software you are using. In most
clients, this option can be found under Display within Preferences.

3. Display Colors: If the display color is of little importance, you may try reducing it
to 16-bit color or less. In most clients, this option can be found under Display
within Preferences.

4. Color Compression: Within the RDP subtab in the Terminal Options tab you will
find a Color Compression slider that you may adjust. Slide it from left to right to
find your desired color accuracy. The less accurate the color compression, the
better your performance will be.

5. Bitmap Caching: Also within the RDP subtab in the Terminal Options tab you will
find a check box to enable and disable Bitmap Caching. By default, Bitmap
Caching is turned on. In some environments with very low bandwidth, we have
seen an increase in performance by disabling Bitmap Caching.

6. Animation: In order to increase performance you may also want to try turning
animation off for things like the Dock or minimizing applications. This can be
done within System Preferences.

If none of these optimization tactics have yielded the results you would like, you may
want to try connecting via a VNC client as it compresses data differently. In addition,
you may want to look into increasing your bandwidth.
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